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6,690 patients whose names and data were believed to be on the laptop but who were not
revealed to be on the laptop by Accretive. North Memorial sent letters to these patients
to notify them of the data breach.

49. It is not known whether Fairview took steps to corroborate the information
provided to it by Accretive about the nature, scope, and extent of the lost data as it relates
to Fairview patients. Fairview has not informed the Attorney General’s Office of any
such steps, and it is not presently known whether data about additional Fairview patients
not disclosed to it by Accretive may have been on the laptop.

50.  In its 2010 Annual Report, Accretive states: “Data and information
regarding our customers’ patients is encrypted when transmitted over the internet or
traveling off-site on portable media such as laptops or backup tapes.” This was not the
case with the stolen laptop.

51. Accretive agreed with both Fairview and North Memorial that it would not
use or disclose protected health information in violation of HIPAA or HITECH and that it
would use “appropriate safeguards” to prevent the misuse or disclosure of protected
health information. It also agreed to keep all protected health information “strictly
confidential” and require all of its employees and subcontractors and agents to maintain
confidentiality of protected health information as required by HIPAA and HITECH. It
further agreed to develop, implement, maintain and use appropriate administrative,
technical and physical safeguards to preserve the integrity, confidentiality and availability

of protected health information and to prevent non-permitted or violating use or
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disclosure of protected health information, as required by 45 C.F.R. Part 164. Accretive
Health violated these provisions.

52. Upon information and belief, Accretive failed to adequately keep track of
the information on the laptop; thus, when the laptop was stolen, Accretive did not know
the identity of all the individuals whose data was exposed.

53. Accretive’s contracts indicate that cost savings “will depend on the manner
and extent to which [the hospital] elects to utilize the ‘Shared Services Blended Shore
Centers of Excellence’....”

54.  Accretive operates a shared service center in New Delhi, India. The New
Delhi service center carries out functions at the same time for multiple hospitals.
Accretive recently told Wall Street investors that it wanted to increase the use of these
shared service centers. It is unknown at the present time whether Accretive exported any
data about Fairview or North Memorial patients out-of-state or overseas or whether any
such data is encrypted.

4. Accretive Has Tried to Conceal Its Role and Identity With Patients and
Has Not Followed Minnesota Debt Collection Laws.

55.  Even though Accretive amasses so much private data about patients, it goes
to great length to conceal its activities, going so far as to “infuse” employees into
hospitals and engage in a recycled payroll system. As a result, it would be difficult for a
patient to understand or even be aware of the role of Accretive in their lives.

56.  Fairview and North Memorial are both registered with the Minnesota

Attorney General’s Office as charitable organizations under Chapter 309 of the
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Minnesota statutes, and they are both recognized as 501(c)(3) nonprofit organizations
under the Internal Revenue Code. They both file IRS Form 990, Return of Organization
Exempt from Income Tax, with the Minnesota Attorney General’s Office. Part VII,
Section B of Form 990 requires an organization to disclose the five highest compensated
independent contractors that received more than $100,000 of compensation for services,
whether professional or other services, from the organization in the particular year.
Neither Fairview nor North Memorial disclose their payments to Accretive on their Form
990s. Thus, a patient or regulatory agency could not read the Form 990 to identify the
nature of Accretive’s role as it relates to their treatment or payment for that treatment.

57.  Upon information and belief, the hospitals’ patient admission and medical
authorization forms do not identify Accretive by name or disclose the scope and breadth
of information that is shared with it. Upon information and belief, patients are not aware
that Accretive is developing analytical scores to rate the complexity of their medical
condition, the likelihood they will be admitted to a hospital, their “frailty,” or the
likelihood that they will be able to pay for services, among other things.

58.  As noted above, Accretive became licensed with the Minnesota Department
of Commerce as a debt collection agency on January 20, 2011, listing “Medical Financial
Solutions” as an assumed name.

59.  Minnesota law requires a debt collection agency, when initially contacting
a Minnesota debtor by mail, to include a disclosure on the notice stating: “This collection
agency is licensed by the Minnesota Department of Commerce.” Minn. Stat.

§ 332.37(21) (2010). In addition, the Minnesota debt collection laws make it unlawful
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for a collection agency to violate any provision of the federal Fair Debt Collection
Practices Act while attempting to collect on an account. Minn. Stat. § 332.37(12) (2010).
The federal Fair Debt Collection Practices Act at 15 U.S.C. § 1692¢(11) makes the

following conduct unlawful:

The failure to disclose in the initial written communication with the
consumer and, in addition, if the initial communication with the consumer
is oral, in that initial oral communication, that the debt collector is
attempting to collect a debt and that any information obtained will be used
for that purpose, and the failure to disclose in subsequent communications
that the communication is from a debt collector, . . . .

60. Insome cases, debt collection letters sent by Accretive to Fairview patients
have gone so far as to say, “We are now reaching the point where your account may be
turned over to a collection agency”—without disclosing that Accretive is itself a debt
collection agency attempting to collect a debt.

61.  Although Accretive just entered the Minnesota market, it already has been
sued on a number of occasions in Minnesota by patients who allege that it failed to give
the required disclosures identifying itself as a debt collection agency.

62.  Minnesota law requires licensed debt collection agencies to register with
the State of Minnesota all individuals employed by the agency who perform the duties of
a “collector” under Minn. Stat. Ch. 332. According to the Minnesota Department of
Commerce, Accretive lists Steve Walters as its sole individual collector with the
Minnesota Department of Commerce. Accretive does not, however, identify the other

employees who act as “collectors” in Minnesota, according to the Department of

Commerce.
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COUNT I: VIOLATIONS OF HIPAA

63.  Plaintiff restates and realleges all prior paragraphs of this Complaint.

64.  Accretive is business associate' of both Fairview and North Memorial as
defined in HIPAA. See, e.g., 45 C.F.R. § 160.103. Because HITECH Section 13401 (42
U.S.C. § 17931) provides that 45 C.F.R. §§ 164.308, .310, .312 and .316 apply to a
business associate of a covered entity in the same manner as they would to a covered
entity, Accretive is thus subject to the security provisions contained within HIPAA as
well as applicable civil and criminal penalties.

65.  Accretive violated HIPAA by failing to comply with the standards,
requirements, and implementation specifications as set forth in HIPAA, including the
following:

a. Accretive failed to implement policies and procedures to prevent,
detect, contain, and correct security violations in violation of 45 C.F.R. §
164.308(a)(1).

b. Accretive failed to implement policies and procedures to ensure that
all members of its workforce have appropriate access to electronic protected health
information and to prevent those workforce members who do not have authorized
access from obtaining access to electronic protected health information in
violation of 45 C.F.R. § 164.308(a)(3-4).

c. Accretive failed to effectively train all members of its workforce,
including agents and independent contractors involved in the data breach, on the
policies and procedures with respect to protected health information as necessary
and appropriate for the members of its workforce to carry out their functions and

to maintain security of protected health information in violation of 45 C.F.R. §
164.308(a)(5).

' A business associate is an entity that performs or assists in the performance of activities
that involve the use or disclosure of individually identifiable health information or other
regulated functions on behalf of a covered entity, but is not a member of the covered
entity’s workforce. 45 C.F.R. § 160.103.
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d. Accretive failed to identify and respond to suspected or known
security incidents and to mitigate, to the extent practicable, harmful effects of
security incidents that were known to them in violation of 45 C.F.R. §
164.308(a)(6).

€. Accretive failed to implement policies and procedures to limit
physical access to its electronic information systems in violation of 45 C.F.R.
§ 164.310(a)(1).

f. Accretive failed to implement policies governing the receipt and
removal of hardware and electronic media that contain electronic protected health
information into and out of a facility, and the movement of these items within the
facility in violation of 45 C.F.R. § 164.310(d)(1).

g. Accretive failed to implement technical policies and procedures for
electronic information systems that maintain electronic protected health
information to allow access only to those persons or software programs that have
been granted access rights in violation of 45 C.F.R. § 164.312(a)(1).

h. Accretive failed to implement reasonable and appropriate policies
and procedures to comply with the standards, implementation specifications, or
other requirements of Part 164, Subpart C in violation of 45 C.F.R. § 164.316.

66. The Attorney General has reason to believe that the interests of Minnesota
residents are threatened and have been adversely affected by the above violations.

COUNT II: VIOLATIONS OF THE MINNESOTA HEALTH RECORDS ACT

67.  Plaintiff restates and realleges all prior paragraphs of this Complaint.

68.  The Minnesota Health Records Act, Minn. Stat. § 144.291 e seq., applies
to the release of health records in Minnesota. It prohibits providers or any person who
receives health records from a provider, from releasing health records unless there is:

(1) a signed and dated consent from the patient or the patient’s legally

authorized representative authorizing the release; (2) specific authorization

in law; or (3) a representation from the provider that holds a signed and
dated consent from the patient authorizing the release.
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Minn. Stat,. § 144.293, subd. 2 (2010) (emphasis added). The patient’s consent is valid
for one year unless a different time period is specified in the consent or is provided by
law. Id., subd. 4.

69.  Accretive unlawfully released the health records of at least 23,531
Minnesota patients on or about July 25, 2011, when an Accretive employee left those
patients’ health records in a car, in an unencrypted laptop, and that laptop was stolen.

70.  Even if Fairview and North Memorial had consent from patients to release
medical information to Accretive, Accretive had an obligation to secure the patients’
health records from further release. Minn. Stat. § 144.293, subd. 2.

71.  The State of Minnesota seeks to enjoin Accretive from further violations of
Minn. Stat. § 144.291 et seq.

COUNT III: VIOLATIONS OF MINNESOTA DEBT COLLECTION LAWS

72.  Plaintiff restates and realleges all prior paragraphs of this Complaint.

73.  Minnesota law contains the following definition of “collection agency”:

“Collection agency” means and includes any person engaged in the

business of collection for others any account, bill or other indebtedness

except as hereinafter provided. It includes persons who furnish collection
systems carrying a name which simulates the name of a collection agency

and who supply forms or form letters to be used by the creditor, even

though such forms direct the debtor to make payments directly to the
creditor rather than to such fictitious agency.

Minn. Stat. § 332.31, subd. 3 (2010).
74.  Accretive is a “collection agency” under Minnesota law. It became
licensed with the Minnesota Department of Commerce as a debt collection agency on

January 20, 2011, listing “Medical Financial Solutions” as an assumed name.
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75. Minn. Stat. § 332.37 (2010) provides that no agency or collector shall:
(21) when initially contacting a Minnesota debtor by mail, fail to include a
disclosure on the contact notice, in a type size or font which is equal to or
larger than the largest other type of type size or font used in the text of the

notice. The disclosure must state: “This collection agency is licensed by
the Minnesota Department of Commerce.”

76.  Accretive sent debt collection notices to Minnesota patients that do not
comply with Minn. Stat. § 332.37 (2010).

77.  Minn. Stat. § 332.33, subd. 5a (2010) provides that “[a] licensed collection
agency, on behalf of an individual collector, must register with the state all individuals in
the collection agency’s employ who are performing the duties of a collector as defined in
sections 332.31 to 332.45” of the Minnesota statutes. Minn. Stat. § 332.33, subd. 1
(2010) also requires a person acting under the authority of a collection agency, as a
collector, to first register with the Minnesota Commissioner of Commerce.

78.  Minn. Stat. § 332.31, subd. 6 (2010) defines a “collector” as follows:

“Collector” is a person acting under the authority of a collection agency

under subdivision 3, and on its behalf in the business of collection for

others an account, bill, or other indebtedness except as otherwise provided
in this chapter.

79.  Accretive lists Steve Walters as its sole individual collector with the
Minnesota Department Commerce. Other employees, however, also act as collectors in
Minnesota. As a result, Accretive has violated Minn. Stat. § 332.33, subd. Sa (2010).

80.  Minn. Stat. § 332.37(12) (2010) provides that no collection agency or

collector shall:
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violate any of the provisions of the Fair Debt Collection Practices Act of
1977, Public Law 95-109, while attempting to collect on any account, bill
or other indebtedness|.]

81.  The federal Fair Debt Collection Practices Act contains a number of
provisions. For example, 15 U.S.C. § 1692¢ provides that, “A debt collector may not use
any false, deceptive, or misleading representation or means in connection with the
collection of any debt.” Accretive violated this provision by telling Minnesota patients
that, if they do not settle with it, their debt may be referred to a collection agency when
Accretive is, itself, a debt collection agency attempting to collect a debt.

82.  15U.S.C. § 1692¢(11) makes the following conduct unlawful:

The failure to disclose in the initial written communication with the

consumer and, in addition, if the initial communication with the consumer

is oral, in that initial oral communication, that the debt collector is

attempting to collect a debt and that any information obtained will be used

for that purpose, and the failure to disclose in subsequent communications
that the communication is from a debt collector, . . . .”

83. 15 US.C. §1692¢(10) also makes unlawful “[t]he use of any false
representation or deceptive means to collect or attempt to collect any debt or to obtain
information regarding a consumer.”

84. 15 U.S.C. § 1692f also provides that a collector may not use any “unfair or
unconscionable means to collect or attempt to collect any debt.”

85.  Accretive has not always complied with the prohibitions of the federal Fair
Debt Collection Practices Act in violation of Minn. Stat. § 332.37(12).

86.  Defendant’s conduct described above constitutes multiple, separate

violations of Minn. Stat. Ch. 332.
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COUNT 1V: VIOLATIONS OF THE
MINNESOTA PREVENTION OF CONSUMER FRAUD ACT AND
UNIFORM DECEPTIVE TRADE PRACTICES ACT

87.  Plaintiff restates and realleges all prior paragraphs of this Complaint.
88.  Minnesota Statutes, Section 325F.69, subdivision 1 (2010) (the “CFA”)

provides:

The act, use, or employment by any person of any fraud, false pretense,
false promise, misrepresentation, misleading statement or deceptive
practice, with the intent that others rely thereon in connection with the sale
of any merchandise, whether or not any person has in fact been misled,
deceived, or damaged thereby, is enjoinable as provided in section 325F.70.

89.  The term “merchandise” within the meaning of Minn. Stat. § 325F.69
includes services. See Minn. Stat. § 325F.68, subd. 2 (2010). Health care services are a

form of “merchandise.”
90.  Minn. Stat. § 325D.44, subdivision 1 (2010) provides, in part:

A person engages in a deceptive trade practice when, in the course of
business, vocation, or occupation, the person:

(1) passes off goods or services as those of another;

(2)  causes likelihood of confusion or of misunderstanding as to
the source, sponsorship, approval, or certification of goods or
services;

(3)  causes likelihood of confusion or of misunderstanding as to
affiliation, connection, or association with, or certification by,
another.. .;

(13) engages in any other conduct which similarly creates a
likelihood of confusion or of misunderstanding.

91.  The doctor-patient relationship is predicated on trust. Patients have the

right to confidentiality of their medical records and to expect that their medical
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information will not be released withouft their consent. Patient confidentiality is
important to encourage a full and frank exchange of information between patients and
their doctors. Patients also have the right to make informed choices about their health
care (e.g., to give their “informed consent™) and to withhold consent following a full and
frank exchange of information between the patient and doctor. Simply put, if patients
have to be concerned about the dissemination of their medical information, they will not
get treatment. The consequence of this to both patients and the state as a whole is
obvious as it relates to conditions like communicable diseases, mental health, or
management of chronic conditions.

92.  These concepts have been part of the doctor-patient relationship for
thousands of years. Over 2,500 years ago, the early Hippocratic Oath for physicians
provided: “All that may come to my knowledge in the exercise of my profession...I will
keep secret and will never reveal.” Today, the modern Code of Ethics of the American
Medical Association requires physicians to “maintain your patient’s confidentiality” and
to “respect your patient’s right to choose their doctor freely, to accept or reject advice and
to make their own decisions about treatment or procedures.” These concepts are reflected
as a matter of state law and policy in the Minnesota Health Records Act, Minn. Stat.
§ 144.291 et seq., supra, which restricts the release of health records in Minnesota and
which prohibits providers and persons who receive health records from providers from
releasing health records without the patient’s informed consent. The concepts are also
reflected as a matter of state law and policy in the Minnesota Health Care Patient Bill of

Rights, Minn. Stat. § 144.651, which gives patients the right to: (1) have appropriate
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medical care based on their individual needs; (2) to know the identity of the physician
who is responsible for coordination of their care; (3) to know the identity of outside
providers; (4) to have complete information regarding diagnosis, treatment, alternatives,
risk and prognosis; (5) to be respected; and (6) to have their medical records kept private
and confidential.

The Minnesota Supreme Court has said this about the right to privacy:

The right to privacy is an integral part of our humanity; one has a public

persona, exposed and active, and a personal persona, guarded and

preserved. The heart of our liberty is choosing which part of our lives shall

become public and which parts we shall hold close.
Lake v. Wal-Mart Stores, Inc., 582 N.W.2d 231, 235 (Minn. 1998). Most people consider
medical and health care records to be among the most personal, private types of
information. In order to safeguard their privacy and make informed health care
decisions, patients need full, transparent, and accurate information about how their
medical information is used. As set out in this Complaint, Accretive impeded those
rights.

93.  Accretive goes to great lengths to mask from patients its involvement with
Minnesota hospitals, including but not limited to the following:

a. Accretive has “infused” its employees into the staff at the hospital.
Upon information and belief, patients are not aware who is and is not an Accretive
employee at the hospitals.
b. Even though Accretive has by contract assumed responsibility for
managing key functions at the hospitals, as set forth above, Accretive charges the
hospitals for the payroll costs of Fairview’s employees, and then pays the payroll

back to the hospital so that the hospital employees see a hospital check, even
though Accretive manages the function.




CASE 0:12-cv-00145-RHK-JJK Document 1 Filed 01/19/12 Page 32 of 36

C.

Accretive is not listed as a contractor of the hospitals on the Form

990 disclosures filed with the Internal Revenue Service or Minnesota Attorney

General.

d.

Accretive has not disclosed that it acts as a debt collector for

Fairview, in some cases going so far to tell patients that “your account may be
turned over to a collection agency”—without disclosing that Accretive is itself a
debt collection agency attempting to collect a debt.

94.  Accretive has misled, deceived or caused likelihood of confusion or of

misunderstanding to patients about the role of Accretive in their health care. Among

other things, Accretive leads patients to believe that, or conceals from patients that, tasks

undertaken by Accretive are done by Fairview.

95.  Minnesota patients are not aware of the extent of Accretive’s involvement

in their health care or the extent to which it amasses data about them. This includes that:

a.

Accretive—a licensed debt collector—has access to at least the

following information about Minnesota patients:

e & o & o o o o

e & o @

Patient’s full name
Gender
Number of dependents
Date of birth
Social Security number
Clinic and doctor
A numeric score to predict the “complexity” of the patient
A numeric score to predict the probability of an inpatient hospital
stay |
The dollar amount “allowed” to the provider
Whether the patient is in “frail condition”
Number of “chronic conditions” the patient has
Fields to denote whether the patient has:
o Macular degeneration
Bipolar disorder
Depression
Diabetes
Glaucoma

O 00O
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HIV

Metabolism disorder
Hypertension
Hypothyroidism
Immune suppression disorder
Ischemic heart disease
Osteoporosis
Parkinson’s Disease
Asthma

Arthritis
Schizophrenia

Seizure disorder
Renal failure

Low back pain

OO0 0000000 0C0ODO0ODOCO

b. Accretive represents to its investors that it “identiflies] patient

accounts with financial risk by applying data mining techniques to the data [it has]
collected.”

c. Accretive represents to its investors that it “increase[s] the collection
rate on patient-owed obligations” in part by using “consumer behavior modeling.”

d. Accretive represents to its investors that it uses proprietary
algorithms to assess a patient’s “propensity to pay.”

e. Under the QTCC agreement with Fairview, Accretive receives a
share of the hospital’s incentive payments from certain HMOs and insurers for
cost savings generated through “managing the care coordination process.”

f. Under the QTCC, Accretive works to achieve health care savings in
part through an “intense focus” on “reducing avoidable hospital admissions” and
by identifying the “sickest and most impactable patients” “for proactive
management.”

g. Accretive helps hospitals identify the individuals who are “most
likely to experience an adverse health event and, as a result, incur high healthcare
costs in the coming year.”

h. Accretive tells its investors that, when a hospital “adopts both our
revenue cycle and quality and total cost of care management solutions, we can
leverage the information available in our revenue cycle technology and data
platform to enable real-time care management.”
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i Accretive manages the functions identified on page 17 of its 2010

Annual Report, including that it performs “analytics and reporting” to track

utilization by patient and physician, to determine profit and loss by patient, and to

identify patients who are “outliers.”

96. In sharp contrast to the lack of information provided by Accretive to
Minnesota patients, it .providcs much more detailed information to Wall Street investors
about its role in the health and lives of patients. Minnesota patients are entitled to know
the information that Accretive amasses about them and its extensive role in their health
care so that they can make informed choices about their health care and medical records.
By withholding such _information, Accretive has omitted and failed to make necessary
disclosures to Minnesota consumers to enable them to make informed choices about their
health care and medical records. Accretive is responsible to provide such information to
patients. Among other things, it manages, oversees, and controls the hospitz;l employees
responsible to provide such information. See State of Minnesota v. Fleet Mortgage
Corp., 158 F.Supp.2d 962, 967 (D. Minn. 2001).

97.  Accretive has violated the above provisions through the acts and practices
described in this Complaint, as well as through its material omiésions of information to
which Minnesota patients are entitled in order to make informed health care decisions.

98.  Defendant’s conduct described above constitutes multiple, separate
violations of Minn. Stat. § 325F.69, subd. 1 and Minn. Stat. § 325D.44, subdivision 1.
By failing to disclose and omitting material facts, Defendant further engaged in deceptive

and fraudulent practices in violation of the these acts. For these violations, the State

seeks injunctive relief, civil penalties, costs, and attorneys fees under Minn. Stat. §§
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325F.69 et seq., 325D.43 et seq., and 8.31. As part of its request for equitable relief, the
State also seeks an order requiring Accretive to disclose to Minnesota patients the data
that it has about them and where and how such data is stored, including but not limited to
whether it has been sent overseas.

PRAYER FOR RELIEF

WHEREFORE, Plaintiff State of Minnesota respectfully asks this Court to enter
judgment against Defendant Accretive, awarding the following relief:

1. Preliminarily and permanently enjoining Defendant from violations of the
federal health privacy laws, 45 C.F.R. §§ 164.308(a)(1), .308(a)(3-4), .308(a)(5),
308(a)(6), .310(a)(1), .310(d)(1), .312(a)(1), and .316 as provided under 42 U.S.C.
§ 1320d-5(d)(1)(A); and from violations of Minn. Stat. Ch. 144, Minn. Stat. Ch. 332, and
Minnesota’s consumer protection laws, Minn. Stat. §§ 325D.43 et seq., & 325F.68 et seq.

2. Awarding judgment against Defendant for statutory damages for all
violations by Defendant as provided under 42 U.S.C. §§ 1320d-5(d)(1)(B), (2) and for
civil penalties pursuant to Minn, Stat. § 8.31.

3. Awarding Plaintiff costs of the action and reasonable attorneys fees to the
State of Minnesota as provided under 42 U.S.C. § 1320d-5(d)(3) and Minn. Stat. § 8.31.

4. An order requiring Accretive to disclose to Minnesota patients the data that
it has about them, where and how such data is stored, including but not limited to whether

it has been sent overseas, and how such data is utilized.
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5. Such other and further relief as provided by law and/or as the Court deems

just and appropriate.

Dated: January lq, 2012

AG: #2944942-v1

Respectfully submitted,

LORI SWANSON
Attorney General
State of Minnesota

AL GILBERT
Solicitor General

NATHAN BRENNAMAN
Deputy Attorney General

J KR

Assistant Attorney General
Atty. Reg. No. 0346597
jacob.kraus@ag.state.mn.us

445 Minnesota Street, Suite 1100
St. Paul, Minnesota 55101

(651) 757-1454 (Phone)

(651) 282-5832 (Fax)

(651) 296-1410 (TTY)

ATTORNEYS FOR PLAINTIFF
STATE OF MINNESOTA
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